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| BEWARE OF B curckms e @ MINIMISE TAKE CARE ON

&t Notional Online Safety, we baoliove in empowering parents, carars and trustod aodults with the information to bold an informed comversotion about online safety with their children, shouwld thay feol
it iz needed. This guide focuses on one of many issues which we believe trusted adults should ke oware of. Plooseo visit notionalcollege.com for furthar guides, hints and tips for adults.

;Top Tlps For S ferlOnline Shopplng D

BLACK FRIDAY

AND CYBER MONDAY

- ¥ ..

Black Friday and Cyber Monday have becomae astuhl]shnd as two of the yaur‘s higgast shnpplng mmn’ts,, gTviIng
| consumers the opportunity to snap up a stash of stunning bargains. While this is generally good news, of course, tha
resultant retail frenzy can lead to people dropping their guard - especially online. In pravious years, a seasonal surge
in cybar-crime has seen schemes such as phishing emails and credit card scams being unleashed on unwary
buyers. Our guide has some assential pointers on kanpmg your details — and your manay — safe whlla you shnp

ENSURE A SITE'S SET SWED'H"
SECURE PASSWORDS

Belore in sensitive & strofg, un password is one ol
Inlomm your card details) the most stra unnlmrd ways to A
into o website, check that the site's

protect yourss -erime,

;ﬂmkm- key H;_Iil;la Iﬁdhnﬂbwuu Mmu: of us huw “ e online
ock symibol w ress bar sho accounts, it can be

and check that the URL begins with ke NG o use the same password
"htq:.h :&"Ell" - rhh- “:;lndi:nh: H?:;‘tm tar them all - but this puh:l your
W ress has been encryp ersonal dakto at greater risk, You
whh;n 551 certificate. w;rmlt that, E-:ruld bry using o password moanager
any dato entered on the site could be

ko credte o diferent, robust
intercepted by criminal third parties, password for each online retailer
JEE . E

I; that you visit.
TRUST YOU
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INSTINCTS . DITCH THE
if o deal seems too good to be true, L

- DEBIT CARD
then it probably is. Be es glmulf

Where possible, it's safest to shop
wary if o site offering unbelievable online with a credit card (os opposed
discounts doesn't look professional to a debit card) because it offers
(for axum , ifit's covered with additional protection, If a purchose |s

werts or it looks made fraudulently on your credit
FH:l'ﬂl:lJlﬂﬂ\I' outdated) - this often card, thera's a falr chance of your
serves as a red flag thot the seller bank reimbursing youw. Should
might not be entirely trustworthy. criminals obtain 'Irnurdil:lt cord
Minimize risk by sticking with detalls, however, they cuuld;:;nqr
well-known, reputable retaoilers ur account in maoments = it com
instend. e difficult to recover your money.
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Recommendations from sociol
media influsncers are another thing
to remain vigilant for on Elock Friday
and Cyber Monday. While many of
these will be legitimate, remembar
that influencers are often paid to
promote products — and to publicise
deals thot oren't quite as amaozing
as they might seam. Don't feal
pressured into buying puraly on theair
advice; look at ave with o
critical aya.

REVIEW BANK
STATEMENTS

Evan if you've followed all our tips,
it's probably worth checking your
naxt bank statement for any
unusual transactions. Criminals
know that on Black Fridoy and Cyber
Monday, lots of peopla maka
mumerous purchases onling: they're
hoping that any stalen money will
get Inut in the crowd of other
transactions. If you se8e a poyment
or payes you can't identify, raise it
with your bank straight away.
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MICROTRANSACTIONS SOCIAL MEDIA

SUSPICIOUS EMAILS REAL DEAL

Elock Fridu}r and Cyber Munr.:lu'p It's not just cybercriminals you Black Fridayv and Cvber Mond Social medio scommers are more
often bring o significant spike in need to be wary of. Research has memmnfmmdm digital ':;"m,_ octive on Block Friday and Cyber
|:|I1|Eh4ng amdh,. s criminals use the shawn that some online retallers as well as physical ones. Some Monday, as they know are
events’ sense of urgency as cover for Increase the price of certain items in ming companies will offer hunting for deals online. These
stealing personal information. Even if the weeks before Black Friday and g:mnt:m in-opp and in-game sCcamamers tend to concentrate on
they look legitimmate, be wary of Cyber Monday - endabling them to microtransoctions such as loot platfiormis such ﬂBFﬂE-EII_:H}_HDt ond
emails requiring you to do something ﬁ then advertise "discounts” (which, in boxes. If you're concerned about E3 fhebagrom, posting malicious links
unusual or suspicious: providing your reality, have simply restored the cost how much your child might spend that can compromise shoppers
personal details inexcho for =" tonomal levels), Use an online price on these upgrades, you con restrict } »j- onal details. Other scammers,
access to last-minute deals, for comparison tool I-D"HIH'H' whether their ability to moke purchases (via Q;r! meanwhile, falsely advertise
example, or clicking on a link to an these “reductions” truly equate to a their device's Htﬂﬂg:} OF TRIOVE - cts in an attempt to trick
unfamiliar site. saving. any linked payment methads. i i users out of their hard-earned

cash.
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Users of this guide do go at their own discretion. Mo liability is entered into. Current as of the date of release: 32.11.2023



