At Notionol online Safoty, we balieve in ompowering parents; cararns dnd trusted adults with the infanmation to boid an informed conversotion about online safety with thedr children, showld thay fool
itis noeded. This guide focuses onome of many devices which we balieve trusied odults shouid bo owdme of . Pisass visit ndtiondlcollege.com for further guides, hints ond tips for aduits
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AGE-INAPPROPRIATE
CONTENT

From Metflix to Disney+ to % As Internet of Things (loT) devices,
smart TVS can be uniguely
vulnerable to attock, Experts warn
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Prime Video, there is a plethora

of streaming services avallable,
While these services offer content i
caterng for younger viewers, they

also provide material for more
mature audiences, If you don't have
porantal contrals set Up on your
accounts, your child could find
themselves being exposed to shows

haockers could be deeply
and movies with adult themaes, upsﬂunﬂm your child, as well os
strong language and violence, putting their personal data ot risk,

A SILENT SPY?

Some smart TVs already collect data
w usars’ view huhhsh::nd :;I'Iﬂ-l'l
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there have also been reports of
internet-enabled TV: (and the apps :
installed on them) being used to
‘Bve " on owners. (n models
with a built=in microphone {for
volce activation ), third I:u £ |
could potentially listen in on :
soimecne’s home e,

INCREASED SCREEN TIME

[
The array of content availoble “"«tj
throu I]"E:llnmrt E!fa could leod to
Y-OUT -1 ing excessive |/
armounts nfplriamna in front of the )
screen. Mot only con prolonged
screen time distroct important
activities such os school or
exercise, but experts have also
warned thot endless hours in front of
th&lﬁx aunhlan:d to heaith preblems ST
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Like many onling devices, smort .‘f;‘,
TVs facilitate digital purchozes: l,li' =
buying a new app or the katest .
zagson of a favourite show, for

exarmple. if your child hos accesstoa
bk card and isn't restricted by
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| | Many smart TVs con be used for

web browsing, social medio and live
streaming — all of which could allow

nknown users o contoct your child
tlm vice varsa). If your child engages
with these functions of the TV, o
stranger nuuldnrnt«untinliy discover
their contact informotion aond
potentially then wse it to obtain even
maore sansitive parsonol details,
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» Advice for Parents & Carers _

MAKE IT A FAMILY THING CREATE CHILD PROFILES “
Family TV time is o great way to model the responsible enjoyment of %‘h Much like with smartphones and tablets, apps can be )

technology — showing your child how to use the smart TV safely lor downloaded onto smart TVs: from free content plattorms such as

whaen they're ald enough to watch it indapandantbr. You could also » i BEC iPlayar to paid-for services like Prime Video, Most of these apps allow

taka this opportunity 1o establish some healthy TV boundarias, == ou to create a separate occount for your child which hos different sattings -
such as time limits on thair daily viewing or how to moke sure . o Your own — suggesting more child-friendly material and reducing the -
they're only watching content that's apprapriate tor their age. | . q possibility of them viewing explicit content.

SET UP PARENTAL CONTROLS CONSIDER THE LOCATION

It's fikely that your smart TV has built-in parental controls, which It you're concerned about the online safety hazards that o
not onky let you fiiter out u1t~ inappropriate shows, movies and smart TV might pose to your child, you could consider where in
games but can also restrict in-o pﬁ < rehasing, o your child can’t your home you put the device, The safest option would be to ploce the
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accidentdlly spend money through the device, When you've enagbled ' smart TV in o shared family spoce = so that an adult is usual ij" nearby and »
these safeguards, have an open conversation with your child about able to supervise while your child's watching it = rather than in the relative
the regsons, hilpfng them to understand the potential risks. privacy of a badroom.
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